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Secure Messaging - Features Overview

Secure Messaging is an easy-to-use online messaging system available through My HealtheVet. It
is for users who have a My HealtheVet Premium account and who have registered as a
Veteran/VA Patient. Secure Messaging is safe and secure, because the messages you send and
receive are all kept within My HealtheVet.

Like email, Secure Messaging allows you to write a message, save drafts, review your sent
messages and maintain a record of your conversations.

You can set your preferences to notify you through your personal email when a Secure Message is
waiting in your My HealtheVetinbox. Use Secure Messaging to keep your VA health care team
informed. Secure Messaging is there when you need it - just as it should be. Start using Secure
Messaging today to discuss your health with your VA health care team.

Important: Secure Messaging is not for emergency situations:

e Secure Messaging should only be used for non-emergency and non-urgent matters.

*CRISIS HOTLINE: DIAL 988*

If you have already registered for a My HealtheVet account and need to check that you have
registered as a VA Patient, you can do the following:

» Sign in to My HealtheVet
> Selectthe PERSONAL INFORMATION tab (Figure 1)
> Selectthe My Profile sub-tab (Figure1)

Image showing My prof

BE An official website of the United States government Here's how vou know. v i Talk to the Veterans Crisis Line now >
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Figure 1: My Profile Link


https://mhv-syst.myhealth.va.gov/web/myhealthevet/my-healthevet-account-types
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Back to Top

> Under What is Your Relationship to VA, if you use the VA Health Care System, make
sure you select the VA Patient checkbox (Figure 2)

Whatis your  f[v] ya patient
Relationship to VA?*

Check all that apply* B veteran
|| Health Care Provider

(] Veteran Advocate/Family Member/Friend

(] VAEmployee
() CHAMPVA Beneficiary
Service Member

(] Caregiver
(] Other

Figure 2: Whatis Your Relationship to VA?

> Selectthe Save button at the bottom of the screen (Figure 3)

Figure 3: Save/Cancel Buttons

Getting Started with Secure Messaging

Step 1 - Sign in to Secure Messaging

1) Sign in to your My HealtheVet Premium account by selecting the Sign in button on the upper
right side of the screen. You must have already registered as a Premium user. If you do not have
a My HealtheVet account, please register by selecting the Register button and completing the
registration form (Figure4). 2) Enter your My HealtheVet User ID and Password on the Login
page. Or, login using a Sign-in Partner.


https://mhv-syst.myhealth.va.gov/web/myhealthevet/my-healthevet-account-types
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BE ;n official website of the United States government Here's how you know. v H:"

i1 Talk to the Veterans Crisis Line now 9

7 healthevet Q Search | About | Contact

Personal Information v Pharmacy v Get Care v Track Health v Research Health v MHV Community v

Sign in to Manage Your Health Care m

Figure 4: Sign-in/Register Buttons

Back to Top
Step 2 - Access Secure Messaging

After signing in, there are three ways you can access Secure Messaging (Figure 5):

1) Select Messages or the Inbox link on the dashboard, or
2) Selectthe Secure Messaging tab at the top

NOTE: You canalso select the Compose Message and Manage Folders links to directly enter those folders.

VAl %Q‘“‘IF_‘I—E—{ Q Search | About | Contact

Home v Personal Information v Pharmacy v GetCare v  Track Health v Research Health v MHV Community v Secure Messaging ~

Y Welcome, Mark (Premium ) I Secure Messaging IOut
2 US. Army
Account last accessed: 07 Apr 2021 @ 1747 ET Inbox
Compose Message
I . Manage Folders
+» Pharmacy & Appointments
Refill VA Prescriptions View My VA Appointments Inbox (1] Blue Button Medical Reports
[
Track Delivery Schedule a VA Appointment Compose Message \ Labs and Tests
Medications Lists VA Facility Locator Manage Folders Electronic Sharing Options
AY
Message Alert

Figure 5: Inbox Link/Message alert

Step 3 - Composing a Secure Message
Secure Messaging opens to your Inbox. From the Inbox, you can do several things:

1. Compose a new message:

a) You can create a new message by selecting the Compose a Message button on
the left side of the screen (Figure 6).
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Compose a Message

| Inbox (32)

Drafts [3]

Sent

Deleted [4]

Figure 6: Compose a Message Button

Back to Top

b) Select the VA health care team and other VA staff you wish to

contact by selecting the drop-down arrow for To. Your

participating VA Health Care Team and other VA staff will appear

in the list. You can edit the list of groups listed in the To dropdown by selecting the
Edit List link nextto the Select a group to send the message... dropdown arrow
(Figure 7).

Compose Message

Messages may be saved to your health record at your health care team's discretion.

* Indicates Required Information

From* MHVDAYMARK, MARK

To® | Select a group to send the message... ~
Subject* { Select a group to send the message... Lies
DIMITAR TRIAGE GROUP_UAT2929
| GPK_ENSEMBLE_GROUP ng appaintment

| JAZZ 1253528_MULTIPLE_TYPES OF ASSOCIATION_DAYT2g "'t medication

: JAZZ 711180 TG_APPOINTMENT_DAYT29
\ JAZZ 939559 TG_CPRS ERROR IN PROD_LILETTA _DAYT29
Subjectline | Lisa-Anisha
Ro Test
Sirit11
Message® SMTG-Test Apri8
TestUATJune30
TG with &
UAT Test 11-09-18
UATReg_Mar19

Cors T | et

Figure 7: Selecting a Group

Est or procedure

Attachments

Note: Check your preferences if the VA health care team you are expecting to see is
not listed.
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c) Select radio button associated with the related subject title for Subject (Figure 8):

Note: If the General subjecttitle is selected you are required to add a Subject Line.

From*  MHVDAYMARK, MARK

To™ | Select a group to send the message... w |Edit List

Subject* @ General: Ask questions about non-urgent, non-emergency issues
() COVID: Ask COVID related questions

Appointment: Request an appointment or ask about an existing appointment
Medication: Request to renew a medication or ask a question about medication

Test: Ask a question about a test/lab result or about a future test or procedure

Education: Request health education information

Figure 8: Select a Subject Category

d) Add SubjectLine (Figure 9).
e) Add any attachments (Figure 9).
f) Type your message (Figure 9).

g) Whenyou have completed the message, select the Send button.

You also have the option to save the message as a draft (select the
Save as Draft button) or cancel the message (select the Cancel
button) (Figure 9).

From* MHVDAYMARK, MARK

To* | Selecta group to send the message... v |Edit List

Subject* @ General: Ask questions about non-urgent, non-emergency issues
() COVID: Ask COVID related questions
Appointment: Request an appointment or ask about an existing appointment

Medication: Request to renew a medication or ask a question about medication

Test: Ask a question about a test/lab result or about a future test or procedure

() Education: Request health education information

Subject Line *

Attachments % Add Attachment Instructions to attach a file

Message*

Name
Title

m

Figure 9: Send/Save as Draft/Cancel buttons

Step 3 (a) - Include an Attachment with Your Message

Back to Top
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A Secure Messaging Attachment is a file that you can include on a Secure Message to your VA
health care team. Your attachment should relate to your message.

This feature allows you to share the results of tests, procedures, or health care summaries that
you may have obtained from your non-VA providers with your VA health care team. It should not
be used to send non-health related information. To include an attachment with your message:

1. Selectthe health care team you wish to contact by selecting the drop-down arrow = for
To. Only your participating VA health care team will appear in the list.

2. Selectthe Add Attachment link (Figure 10) on a new Secure Message or on a Secure
Messagethat you are replyingto. The File Attachment folder opens (Figure 11).

Back to Top

Compose Message

* Indicates Required Information

From*

To* | Szlzct 2 group to send the message... ~ | Edit List

Subject* General: / nt, NoM-SMmerpency issues

Subject Line |

Attachments % Add Attachmenf imciructions io attach a s

Messape®

Senilﬁareas[laﬂl(‘.tm

Figure 10: Add an Attachment

[—— v Eermesrmmaw e _gee
File Attachment

You may attach up to 4 files which must be in one of the following formats:

doc, docx, gif, jpg, pdf, png, rif, b, xls, xlsx

The file size for a single attachment cannot exceed 3 ME and the total size
of the attachments cannot exceed 6 MB.

BrDWSE N m

Figure 11: File Attachment

Use the Browse button to select the file on your computer that you would like to attach.
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3. Then select the Attach button (Figure 11).

To provide you with outstanding health care services, your VA health care team may decide to
save some of your Secure Messaging Attachments in your VA medical record. Doing this
allows them the ability to refer to the information later.

Back to Top

Step 4 - Open Messages from the Inbox

To open a message in your Inbox, select the name under the From column. The message
displays on the View Message page (Figure 12).

Secure Messaging
SAMPLE

Preferences User Guide
I Inbox (70) b o
Drafs[12]
e 0 PLEASE CALL 911 if you have a medical emergeney or 222 Velerans
need urgent medical assistance. =<2 CrisisLine
Deleted [21] DIAL Y88 then PRESS D
Secure Messaging is for non-urgent communication with vour VA health care team
My Fulilers or administrative staff. It can take up to three (3) business days to receive a response to your message. If you
need to spesk with a VA health care t2am member right away, please contact your local WA call center.
Knee lssues
SSCTEST
test
UAT1 Advanced Search
UAT 10 Inbox

Based on your preference settings, displaying messages from 09/24/20132 to 08/02/2022 . Use Advanced Search to filter
messages.

M Manage Folders

Select: Il | Mone | Read | Unread |f\"c\reSele:ted’r‘:essagesto._.

Ak

From ~ Subject ~
- -

Subject Line o Date |

TRAN, AN Test View Message

m i

Erom TRAN, AN (Test TG 070822

To MHVDAVMAR, LARK

Gobject Task: TaseOTLS0Z2

Figure 12: View Message
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Back to Top

Step 5 - Print a Message

You can print messages. 1) Select the name under the From column of the message you want to
open. 2) On the View Message page, select the Print button. 3) Select the Print button on the
Print Message page. The print window opens in your browser. 4) Select the Print button (Figure
13).

10
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Secure Messaging
| o SAMPLE

Drafis[12]

& Preferences @ User Guide

o © PLEASE CALL 911 if you have a medical emergeney or 122 Velerans
need urgent medical assistance. =22 CrisisLine
Deteted 2] DIAL 988 then PRESS )
Secure ing is for non-urgent c ication with your VA health care team
MyFaldars. or sdministrative stsff. 1t can take up to three [2) business days to receive & respanse to your meszaze. Fyou
need to speak with a VA health care team member right away, pleaze contact your local VA call center.
Hnee lssues
SSCTEST
test
UAT 2 Advanced Search
UAT 10 Inbox
Based on your preference settings, displayi from 09/24/2012 to 08/02/2022 . Use Advanced Search to filter
B8 Mansze Folders
messages.
Select: Al | MNone | Read | Unread [ vove seected Messagesto.- B m
From 5 Subject & | Subject Line & Date ‘
IRAN AN Test View Message
Ht 2

.. Print Message
The printable information appears within this border 3
et B
Sent
19042022 @ 1SMET 4
P T T P 1 st o pagee
TRAM AN (Test TG OT.08. sy
= B Mol i o8

o
MHVDAYMARK, MARK

Wessage 1D
403118

Susject
Test Teat 07182022

Message
test

© This message

A may hare bewn e

Figure 13: Printa Message

Back to Top

Step 6 - Reply to Messages

After reading a message in your Inbox, you can reply by selecting the Reply button. On the
Reply to Message page, type your message in the Message box. Select the Reply button. Your
reply message moveto you Sent folder (Figure 14).

11
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Secure Messaging

Reply to Message

From M

To

Message ID

Sulsject

Attachments B Add Attachment Instructions to attach a file
Message”

SAMPLE  SAMPLE SAMPLE SAMPLE]

m Mewe Messape to — - “ “ “

Figure 14: Reply to Message

Message Management

Secure Messaging allows you to communicate with your participating VA Health Care Team and
other VA staff in a secure environment within the My HealtheVet portal. You can send and receive
messages from your VA Health Care Team, as well as manage and maintain your messages within
your Secure Messaging account.

Open your Inbox, Drafts, Sent, and Deleted folders for your Secure Messaging
account: Under the Compose a Message button, selectthe quick link for the desired folder.
Secure Messaging will open the folder you selected. * Notice the numberin parenthesis () next
to the links illustrated above; this number tells you how many messages are currently in this
folder (Figure 15).

Back to Top
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Compose a Message

| Inbox (59)

Drafts [19]

Sent

Delated [21]

My Folders
Knee Issues
SSCTEST
test
UAT 1 Rename
UAT 10

UAT Test 1

Figure 15: My FolderLinks

Create your own folders: Under Manage Folders (Figure 16), enter a name foryour folder
and select the Add button (Figure 17).

I Inbox (0}

Drafts [61]

Sent

Deleted (8]

My Folders
Additional Folder
Alternate folder 2
Anather Folder
asdf

deketI6

Compose a Message

| Inbox (59)

Drafts [19]

Sent

Deleted [21]

My Folders
Knee Issues
SSCTEST
test
UAT 1 Rename
UAT 10

UAT Test 1

@8 Manage Folders

Figure 16: Manage Folders

Secure Messaging

Manage Folders

Add New Folder

Edit My Folders

Folder Name Total Messages | Unread Messages

1

B Preferences @ User Guide

I want to...

Hename
Views [ Move Messages
Delete

Figure 17: Adding a New Folder

Back to Top
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Later, if you want to make changes to a folder you have created (forexample rename
the folder), select the desired link under the I want to... column and then make the
desired changes (Figure 18).

Edit My Folders

Folder Name Total Messages Unread Messages | want to...

Cloud testing 15 5 Rename

View / Move Messages

Delete

Figure 18: Editing Folders
Rename a Folder: 1) Selectthe Rename link under the I want to... column.

2) In the Rename a Folder window, enter the new name of the folder. 3) Select
the Rename button. The new name of the folder will display as a quick link (Figure

secure Heseging
@ rrrimnen i Gt
I s Manage Folders
i R R Foldar
o .
T EOE=
- L -
Poiders
! f it sy Felders
e —— .
P— [EYT P — prre
ot [ ' ’ J—
- [T
ektn
- 2
Rename  Folder X
e
i e
WewFlderNamts  New Foide] X | IEl m
T e J—— [
Eﬂ | ) —
[r—r—
i =
et et f—
-
) R
o -
i —
I e I ey
[y s (.
s e

Figure 19: Renaming a Folder

Back to Top
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Move a Message: 1) Under Manage Folders, select the View/Move Message link (Figure
20). 2) Select the check box for all messages you desireto move. 3) Move the selected messages
to a folder by selecting the drop-down arrow under Move Selected Messages to... 4) Select

from the list where you want to move the message (Deleted or one of your other personal folders
under My Folders) and then select the Move button (Figure 21).

Manage Folders

Add New Folder

‘ m Caneel

Edit My Folders

Folder Name Total Messages Unread Messages Iwantto...

Knee Issues 18 1 Rename

View / Move Messages

Delete

Figure 20: View/Move Messages

Secure Messaging

. 8 Preferences @ User Guide
Inbox (71)
Drafts [12]
i @ PLEASE CALL 911 if you have a medical emergency or 222 Yelerans
need urgent medical assistance. = s+ CrisisLine
Deleted [21] DIAL 288 then PRESS i}
Secure Messaging is for non-urgent communication with yvour VA health care team
My Folders or administrative staff. It can take up to three (3) business days to receive a response to your message. [fyou
need to speak with a VA health care team member right away, pleaze contact your local VA call center.
Knee lssues
SSCTEST
test
UAT 1 Advanced Search
UAT 10 Inbox

Based on your preference settings, displaying messages from 09/24/2012 to 08/02/2022 . Use Advanced Search to filter

M Managze Folders

MEes5ages.
Select: All | HNene Read | Unread Move Selected Mezzages to ..
= Move Selected Messagesto ...
From o Subject & Deleted
Fnee lzzues
TRAN, AN Test S50 TEST Al
test
UAT1
TRAN AN General AT LD | &l
TEVETANOY, DIMITAR A General Smoke Test 5-19-22 19 May 2022 @ 2200 ET
Figure 21: Move Selected Messages to...
Back to Top
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Note: Secure Messagesstay in all your folders (including the Deleted folder) until
they are permanently deleted by you. The most recent Secure Messages displays at
the top of the Inbox. You may choose to move older messages to Personal folders.
You can also change the default date range of Secure Messages to display via the
Message Display Setting on your Preference page.

VA Patients cannot reply to messagesolder than 120 days.

Search for messages: Youcan search for a particular message. 1) Enter text in the search

box. 2) Click on the Search button. The Reset button clears the text in the search box. The
Cancel button cancels the search (Figure 22).

Secure Messaging

£ Preferences @ User Guide
Inbox (71)
Drafts [12]
S O PLEASE CALL 911 if vou have a medical emergency or 522 Valerans
need urgent medical assistance. =+ CrisisLine
Deleted [21] DIAL 388 then PRESS i
Secure Messaging is for non-urgent communication with yourvA health care team
MWy Foldecs or administrative staff. It can take up to three (3] business days to receive a responze to your message. if you
need to speak with 3 VA heslth care team member right awsy, pleaze contact your local VA call center.
Knee lssues
SSCTEST
Enter text to search folder.. m Cancel
test

Figure 22: Search for Messages

An advanced search is available. Select the Advanced Search link and enter the
criteria on the next page Figure 23.

[R— Secure Messaging

Qfreferences @ User Guide

Back to Regular Search
My Folders Ennes text to search folder...
r::‘m? Inbox )
d ed Search et Sl
Setabgr<t L
==
Figure 23: Advanced Search
Back to Top

16



Secure Messaging User Guide

User Preferences

My HealtheVet Secure Messaging allows you to set various preferences within your account.

To access the Preferences section, select the Preferences link. On the Preferences page, select
your preferencesfor 1) New Secure Message Notifications sent to your personal email, 2)
Signature Settings for a signature block, 3) Message Display Settings to set a time period of
messages to display in the inbox, and 4) My Secure Messaging Contact List to select which
Triage Groups display on your Compose Message To dropdown list. When you are finished
selecting your preferences, select the Save button (Figure 24).

Preferences
Socuss Messaping SoEkings
]y o
rmanil Asiirens
Froquendy | Select Fraquancy ~|
[ ——
S M
............ ™
0 =
mMammmre Diaplay | Display Massoges froem past 12 months - |
et tiigre
My Securns Messaging Frings feroup Hana | Dlaplay om=To" List of Contacts
Cenbnct Lint
() ves 3 Ha
|®v.-; e
|. ves (@) Ho
| () ves % B
| Gy wes 3 Ha
=
i (i) ves 5 M

Figure 24: Preferences

Additional Information on Secure Messaging

* * * Remember: Secure Messaging should be only used for non-urgent, non-critical
communication.

If you need help while using Secure Messaging, select the User Guide (Secure
Messaging>Compose a Message>User Guide) link located at the top left of the screen to review
this guide (Figure 25).

Back to Top
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.
Secure Messaging
£ Preferences User Guide
Inboe (71)

Drafis [12]

i @ PLEASFE CALL 911 if vou have a medical emergency or 222 Valerans
need urgent medical assistance. ==« LrisisLine

Deleted [21] DIAL 848 then PRESS
Secure Messaging is for non-urgent communication with your VA health care team

My Folders or administrative staff. It can take up to three [3) business days to receive a responze to vour meszage. fyou
nesd to speak with a3 VA health care team member right away, plesse contact your locsl VA esll center.

Knee lssues

SSCTEST

fest

Figure 25: User Guide Link

Protecting Your Personal Information

The Department of Veterans Affairs takes safeguarding and protecting your information very
seriously. You should, too. You control access to your personal information. Itis your
responsibility to keep your information private and protected. To help protect your privacy, My
HealtheVet provides some important points to remember. Visit Protecting Your Personal
Information to learn more.

Back to Top
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Where to Find Help

Frequently Asked Questions, Help and Contact MHV

1. Select FAQ to go to Frequently Asked Questions and get commonly asked questions and
answers about Secure Messaging.

2. Select Help & User Guides for general guidance on using My HealtheVet and User Guides
for My HealtheVet features (Figure 26).

About Policies Important Links Quick Links Subscribe to Receive My HealtheVet
Site Overview Privacy Policy VA Home Mobile Apps Updates

Site Map Web Policies White House TriCare Your email address

Help & User Guides FOIA USA_gov VA Dental Insurance
FAQ Accessibility Inspector General Find a VA Form _

Privacy & Security System Use Facility and Service

- Locat
Terms and Conditions ocator

/~/7=‘\_/ foo v @
777;4; healthevet

My HealtheVet Help Desk:

You can call Monday - Friday, 7:00 a.m. - 7:00 p.m. (Central Time)
1-877-327-0022

1-800-877-8339 (TTY

My HealtheVet

Contact My HealtheVet
for any questions or concerns about this site.

Veteran's Crisis Line: 1-800-273-8255 (Press 1)

Figure 26: FAQ, Help and Contact information

3. Select Contact (Figure 27) to send a message to the My HealtheVet Help Desk or contact them
at (877) 327-0022 or for TTY dial 711.

o~ s
VA | /// healthevet Q Search | About | Contact

Home v~ Personal Information v Pharmacy ¥  Get Care v TrackHealth ¥  ResearchHealth~  MHV Community v

Figure 27: Contact Button

Back to Top
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